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ARMS RACE Malware Developers ¢+ Anti-Malware Community
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@30C3:~3] cat 'Overview'

@ DmA based keystroke loGGER

@ Out-of-Band network channel

® Covert network channel
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[patrickx@30C3:~$] cat 'What is DAGGER?'

$ It has nothing to do with the Dagger Complex :)
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Picture: Armin Kiibelbeck (CC BY-SA 3.0)
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[patrickx@30C3:~$] cat 'What is DAGGER?'

Written in C / ARC4 assembly
Part of academic research project

Not only a keylogger anymore

&8 H H &P

Access to host memory
(DMA read/write)

&

Isolated network channel

$ 32bit/64bit based
attack targets
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[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge)

ARC4 Core |__SRAM

(32bit RISC) |—pon—

RAM

000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011

ICH (Southbridge)

PHY 802.11

(Q35 Chipset)
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[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge) RAM

000110100010011
111001011010011
000110100010011
111001011010011

m 000110100010011

111001011010011
ARC4 Core .~ ROM 000110100010011
(32b|t RISC) m 111001011010011

000110100010011
— 1111001011010011
‘ 000110100010011
111001011010011
ICH (Southbridge)
PHY 802.11
Network

(Q35 Chipset)
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[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge)

ARC4 Core |__SRAM

(32bit RISC) |—pon—

RAM

000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011
000110100010011
111001011010011
000110100010011

11100L0L1L01L00L1L

ICH (Southbridge)

PHY 802.11

i

Isolated
RAM

(Q35 Chipset)
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[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge) RAM

000110100010011
111001011010011
000110100010011
111001011010011
000110100010011

ARC4 Core 111001011010011

000110100010011

(32b|t RISC) 111001011010011

000110100010011
B 111001011010011
000110100010011
I 11100L0L1L01L00L1L

i

ICH (Southbridge) Isglz‘k’zd

Out-of-Band
Network

(Q35 Chipset)
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[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge) RAM

000110100010011
111001011010011
000110100010011
111001011010011
000110100010011

ARC4 Core 111001011010011

000110100010011

(32b|t RISC) 111001011010011

000110100010011
B 111001011010011

q - 000110100010011
Flrmware 'rhreadx 1110010110 1L001L1L
RTOS X

ICH (Southbridge) Is::;(;d

Out-of-Band
Network

(Q35 Chipset)

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 19/91



[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge) RAM T v e

000110100010011 Termina Edit Remote Command Disk Redirect Serial Agent Help

111001011010011 Serial-over- LAN - Connected Full power (S0)
000110100010011 Syscss setup

111001011010011 -

000110100010011

ARC4 Core 000110100010011
(32bit RISC)

111001011010011
000110100010011
B 111001011010011

° 000110100010011 eset Inmtel (B) BMT to default factory settings
Firmware / ThreadX T TOUTOTTOTOUTT 4
RTOS A

ICH (Southbridge) Is;f;;d

TCP Redirect IDE Redirect Floppy =unspecified>
Mo Mapping CDROM =unspecified:>

Out_ Of_B and D/ Ohe |DE Redirect Disabled

wil. 1.26

Network

(Q35 Chipset)

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 20/91



[patrickx@30C3:~$] cat 'Our Attack Environment'

$ Manageability Engine

MCH (Northbridge) RAM T ——

000110100010011 Termina Edit Remote Command Disk Redirect Serial Agent Help

111001011010011 Serial-over- LAN - Connected Full power (S0)
000110100010011 Syscss setup

111001011010011 -

000110100010011

ARC4 Core 000110100010011
(32bit RISC)

111001011010011
000110100010011
B 111001011010011

° 000110100010011 eset Inmtel (B) BMT to default factory settings
Firmware / ThreadX T TOUTOTTOTOUTT 4
RTOS A

ICH (Southbridge) Is;f;;d

TCP Redirect IDE Redirect Floppy =unspecified>
Mo Mapping CDROM =unspecified:>

Out_ Of_B and D/ Ohe |DE Redirect Disabled

wil. 1.26

Network

(Q35 Chipset)
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[patrickx@30C3:~$] cat 'ARC Historical Overview'

$ Mathematical, Argonaut, Rotatlon & I/ O MARIO chip :)

Artikbot (CC BY-SA 3.0) ==

$ SuperFX
$ ARC

$ 1t ME generation: ARCTangent A4 (AR.C4)
$ 20 ME generation: ARCTangent-A5/ARCompact

$ Rootkit in your laptop — [Skol2]

$ ME related project: “[...]ME replacement compatible with the coreboot
firmware [...]” — http://intelvp.ro or http://me.bios.io

$ 30C3 assembly !

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 22/91



[patrickx@30C3:~$] cat 'Our Attack Environment'

Intel $ Nonvolatile storage isolation
$ Signed firmware
" ARC4 Core
| $ Measured launch
\bullet-proof $ Access control
$ ..

—DAGGER infiltration via memory remapping trick
described in [Ter09] — Very good starting point!
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[patrickx@30C3:~3$] cat 'Searching for Keystrokes'
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Picture (front): Hage)xna 3a0CTpOBHbIX (CC BY-SA 3.0)

[patrickx@30C3:~3$] cat 'Searching for Keystrokes'
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[patrickx@30C3:~3$] cat 'Linux Target'

$ Kernels tested: 2.6.32/3.0.9(32bit) / 3.5.0(64bit)

$ Signature scan:

USB Request Block Structure

s:truct usb_device "dev j

SB Device Structure

c;har *product

A
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[patrickx@30C3:~3$] cat 'Linux Target'

$ Kernels tested: 2.6.32/3.0.9(32bit) / 3.5.0(64bit)

$ Signature scan:

USB Request Block Structure

SB Device Structure

od 0x400 ==

s:truct usb_device "dev

Y

&&
od 0x20 == 0?

C;har *product
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[patrickx@30C3:~$] cat 'Linux Target'

$ Kernels tested: 2.6.32/3.0.9(32bit) / 3.5.0(64bit)

$ Signature scan:

USB Request Block Structure

SB Device Structure

od 0x400 ==

s:truct usb_device "dev

Check substrings
“USB “ and “Keyboard”

C;har *product

od 0x20 ==

- If substrings “USB “ and “Keyboard” found
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[patrickx@30C3:~$] cat 'Linux Target'

$ Kernels tested: 2.6.32/3.0.9(32bit) / 3.5.0(64bit)

$ Signature scan:

USB Request Block Structure

SB Device Structure

od 0x400 ==

s:truct usb_device "dev

Check substrings
“USB “ and “Keyboard”

C;har *product

od 0x20 ==

Check physical buffer address for
garbage

64 If substrings “USB “ and “Keyboard” found
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@30C3:~3] cat 'Linux Target'

$ Mapping virtual to physical
memory addresses
$ 32Dbit:

subtract constant offset
— 0xc0000000

$ 64Dbit:
see Documentation/x86/
x86_64/mm.txt

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware

user space
hole
guard hole
all phys. memory

hole

vmalloc/ioremap space

hole
virtual memory map
unused hole

kernel text mapping

module mapping space

0x0000000000000000
OxO00007fffffffffff

Oxf£££800000000000
Oxf£££830000000000

0):« i i e S101010107010010]010)

Oxf£f££c90000000000
OxffffeS8ffffffffff

Oxff£ffea0000000000
Oxffffeaffffffffff

Oxfff£f£££80000000

Oxfff£fff£f£a0000000
Oxffffff£ff£££00000
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[patrickx@30C3:~3] cat '"Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:
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[patrickx@30C3:~3] cat '"Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

KilnitialPCR

K:dVersionBIock
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[patrickx@30C3:~3$] cat "Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

KilnitialPCR

K:dVersionBIock

-

K(_iDebuqqerDataBIock

O:prootDirectoryObject
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[patrickx@30C3:~3$] cat "Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

> OMND
KilnitialPCR :
: 16:  Driver
KdVersionBlock :
: 1?: Device

-

K(_iDebuqqerDataBIock

O:prootDirectoryObject
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[patrickx@30C3:~3$] cat "Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

> OMND
KilnitialPCR -
: 16:  Driver —»> Obiject Directory Driver
KdVersionBlock : -
: 19:  Device 24:  kbdhid

j ' 36:  i8042prt
—>

K(_iDebuqqerDataBIock

O:prootDirectoryObject
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[patrickx@30C3:~3$] cat "Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

> OMND
KilnitialPCR E
: 16:  Driver —»> Obiject Directory Driver
KdVersionBlock : . :
: 19:  Device 24:  kbdhid Driver Obiect kbdhid
‘ 36:  i8042prt — [jeviceObject
—>
KdDebuaaerDataBlock

O:prootDirectoryObject

—V‘ Driver Object i8042prt
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[patrickx@30C3:~3$] cat "Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required

(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

KilnitialPCR

K:dVersionBIock

-

K(_iDebuqqerDataBIock

> OMND
1:6: Driver —»> Obiject Directory Driver
19: Device 2f4: kbdhid
: 3:6: i8042prt —

O:prootDirectoryObject

Dec 29 2013

# Driver Object kbdhid

[jeviceObject

—>

— Driver Object i8042prt —P ...

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware

Device Object

DeviceExtension
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[patrickx@30C3:~3$] cat "Windows Target'

$ Kernels tested: Vista / 7

$ CR3 value required
(Verified within DAGGER/DAGGER traverses page tables)

$ No source code: IDA Pro, WinDbg, debug symbols

$ Search path via Object Manager Namespace Directory:

> OMND
KilnitialPCR :
: 16:  Driver —— > Obiect Directory Driver
KdVersionBlock : . :
: 19:  Device 24: kbdhid Driver Obiect kbdhid
‘ 36:  i8042prt — DeviceObject Device Obiect
— DeviceExtension

KdDebuaaerDataBlock : v
ObpRootDirectoryObject DeviceExtension Structure

— Driver Object i8042prt —» ...
| | Keystroke Code Buffer
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[patrickx@30C3:~$] cat 'Address Randomization'

Memory Buffer

~ hal.dll Image

BIOS —+» MBR —+» bootmgr -+ winload.exe — OslpLoadAllModules #
- Kernel Image

S S ——
>
KilnitialPCR

Buffer address stable
for one system

May vary from Constant relative
/ system to system - virtual address
Y i i
| BlimgAllocatelmageBuffer »F =N :
I 2
: ntOSkI’nl - 32 base |
| OR \ \;y w >addresses:
| ~ |
| ntoskrnl |
| |
|
—
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[patrickx@30C3:~$] cat 'Required ME Features'

$ DMA read access
—r easy

MCH (Northbridge) RAM

000110100010011
111001011010011
000110100010011
111001011010011

(we just changed

000Zg) 100010011
1 011010011

tWO bltS) 7777777777777777 00010011
| | 1010011

‘ 3 0010011

1010011
00010011
011010011

$ Stealthy network
channel
— challenging

ICH (Southbridge)

(more than

0]0]=] Oo0OB
two bits :) )

Network
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[patrickx@30C3:~3$] cat '"Target: ME OOB'

$ Needed not only to exfiltrate captured keystroke codes, but
also to download new attack code!

System Status System Status

Hardwa yrmation
Power On
IP address 192 168.1.107
w2 Imory
Disk .
Event Log Date
eC Time

Refresh

System 1D

User Accounts
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[patrickx@30C3:~3$] cat '"Target: ME OOB'

$ Needed not only to exfiltrate captured keystroke codes, but
also to download new attack code!

User Accounts

How to find firmware code responsible for webserver replies?
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PCI Slot
PCI Express
x1 Slot

SPI EEPROM
(Secondary)

SFPI EEFPROM
(Primary)

PCI Express

Controller Hub
(ICH)

SATA Port

2x12
Standard
Power Supply

2-DIMM per channel DDR2

Dec 29 2013

@30C3:~3] cat 'Some Tools Required'

667,/800 (Channel-B)

R e —

i

2-DIMM per channel DDR2

667/800 (Channel-A)

Reset button

Power Button
———

Port 80 LED Display

LGA775 Processor
Socket

35 Memory
Controller Hub (MCH)

2x2 Standard
Power Supply

Board Features ([Int07], p.11)

ITP-XDP
Connector

ITP-XDP SSA Connector is
needed in order to
connect to ITP-XDP2/3

tools

ITP-XDP Connector location (J2BC)
([Int07], p.20)

* Programming DMA hardware over JTAG port in debugger

DMA-ing 64 bytes from system memory containing malicious

VMEXit handler code

r HxZHWHAHY

BREREBNE BOPBEEEOE OHEDEEE BEOBBBERE
HHHANEANE BPHAHBHE HOHHEBHE HAEBEERAE
BHEEE00E BOHEHEOE GOH0DEEE BEOBEBERE
HHHANEAN HPHAHBEEE HOHHEBHE HAUBEEERAE
AR AARAAAER AARDERR A6ABEAGA
BUHEH0ER ADHEOHOEH A0H0HENE B00EEHBEH
B000E0aE DH0E00E A0H0HEHNE B0OB0EHBAH
BOHOE0ER AOBEEOBE AOHEEBOE BO0B0BOE
arc: dma(l Bx73008 .8 . 020000008 .. 641>

Tranzferred
General Sfaflm =1

HZ2A38068604 : 53 55 &b ec
45
Hd oM
aa aa

BB

[2]5] o]5]

Ba od aa
dump HxZAXAAEA

B of data from Hoot BxBEG7I6008

cH 87 7% cc 82 Vd 48

BZ2UBUHuE - ecBhhhfa HAEdecdl A537H0UUH H35d37h4

020008018 : BFbcddE? ?S5EIcCHSS

13 7/6/2008

figures are pr

AdA7dEScc E2d4dB200f

to internal chipset memory

E._1.

vy and to notice.

Copyright @ Intel Corporation, 2006. All rights reserved. Third-party marks and
brands are the property of their respective ownars All products, dates, and

Let's Program DMA Manually ([Bul08], p.13)

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware
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@30C3:~$] cat 'Some Tools Required’

ITP-XDP
Connector

Reset button
PCI Slot

PCI Express < .
x1 Slot s ) 4 Power Button ITP-XDP SSA Connector is
X e ; " - e’ ey needed in order to
- = - connect to ITP-XDP2/3
SPI EEPROM g - tools
(Secondary)

RED Display

or location (J2BC)
([Int07], p.20)

Controlier Hub AR S ; b : o 2rogramming DMA hardware over JTAG port in debugger
(ICH) § =

SFPI EEFPROM
(Primary)

PCI Express

- 141 : g sing 64 bytes from system memory containing malicious
SATA Port 3 [ e ; i 3 i Randler code to internal chipset memory

Q33 Memory a AonaabRe HageeweR | CIIIIIIIIIIIII
ntrofler Hub (MCH) G ; A0ANOBEA ODOPEBOD | . - - oo
HAWMAAHHEAN WA | . L L . oL .- o oo
POAEOEOE BBdBBEGaE @ . .- ... ...
2x2 Standard AZ2EHAASA: @A WAEER @AdAEAAER | . ... .. .. .-

= = | FPower Supply DZ2000868 : B0 WEAEA @0dB0BEne . o - .- . . - _._._._..
5x13 I o = S UL A 1 020080670 : BOADOOH ROB BEOEEEEB ! ... o ..........-.
1} o — - . : arCc Zama - EE s
Stan-ciard E = y Trancsferred 64 B of
Power Supply General Status = 1
A2000A0A: fa 55 &b ec
HZ2EHAA1IA: 87 4d bhc B? L5 p
AZ2AAA2ZA: 45 c4 8d 45 f8 58 &
AZARARA3IA: Bd 4% d4 SHW bH 1e Al MW e aa WUE WA B Hd 45
O20PEE4d: B0 O 00 B8 OB B8 60
AZ2AAA5A: AG AR OB BB B 6@ BA
H2HHAW6E: BHE 3G 43 B3 A3 UHd @3
20008078 : B0 08 OF 80 O O B0 PO OO B0 B0 OB 9B BB OG8 A& T .. ._.._....-.-
dump HxZAXAAEA
H20800H00H8 = ecBEh55fa HUE4decH8l1l 4A537080UH bE5di7h4d
A2000018: EBFbcddi&? 75E2chAS55S dAYdAdE%cc EBEIdBZAAE

2080048 =

>
BEA73IEEE

667,/800 (Channel-B) 667/800 (Channel-4

Board Fea

2
3]
o]
2
2
@
2
1}
[
]
)
2
2
1}
2
®
-]
-1

([Int07], p.11)

e E._1.
P e N | O

- .
13 7/6/2008 Copyright @ Intel Corporation, 2006. All rights reserved. Third-party marks and 'ntel
brands are the property of their respective owners. All products, dates, and
figures are pr vy and to ith. notice.

Let's Program DMA Manually ([Bul08], p.13)
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[patrickx@30C3:~$] cat 'Our Research Tools'

$ Linux:

M@ patrickx@ubuntus4bit: ~

patrickx@ubuntué4bit:~$ 11 /dev/intel=*
cCrw------- 1 root root 249, © Jul 28 23:09 /dev/intel_me_fw_mapper
|patrickx@uhuntuﬁ4hit:~$ [ | |
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[patrickx@30C3:~$] cat 'Our Research Tools'

M= @ patrickx@ubuntué4bit: ~

. patrickx@ubuntu64bit:~S$ sudo xxd -1 0x50 /dev/intel_me_ fw_mapper
$ LlnuX: 0POEP00: 244d 4Ff44 0OAO POAO A700 OO 0300 0200 SMOD............
0POEA10: 0100 fed3 OOAO OOAO 6814 0P 6814 BOOO ........ h...h...
@S ® patrickx@ubuntué4bit: ~ POEEO20: PO 0001 b822 0100 5000 AEEO €013 00O ..... N - T
patrickx@ubuntu64bit:~$ 11 /dev/intel* 0POEA30: 4c4f 4144 4552 POAO POEO AAPOO 0AOO OOAO LOADER..........
CrW------- 1 root root 249, ® Jul 28 23:09 fdev/intel_me_fw_map| 0000040: 9b5a 7c88 2e4f a441 a6bd bfee 37bd a73b .Z|..0.A....7..;
patrickx@ubuntusdbit:~$ ] patrickx@ubuntus4bit:~$ [i
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[patrickx@30C3:~$] cat 'Our Research Tools'

$ Linux:
006 pa ubuntu -

OO0 E pa ubuntu -~

patrickx@ubuntu64bit:~S$ sudo xxd -1 0x50 /dev/intel_me_ fw_mapper

PPEE000: 244d 4744 0000 POOO 0700
0000010: 0100 fe03 0000 0000 6814

0PEE020: AAOA 00A1 b822 0100 5000
patrickx@ubuntu64bit:~$ 11 /dev/intel=* 0000030: 4c4f 4144 4552 0000 0000
CrwW------- 1 root root 249, © Jul 28 23:09 fdev/intel_me_fw_map| 0000040: 9b5a 7c88 2e4f a441 atbd

patrickx@ubuntusabit:~$ |

@™ M patrickx@ubuntué4dbit: ~

T

Bkt 2

| .

Dec 29 2013

patrickx@ubuntu64bit:~$ |
I = =

0000 0300
0oe0 6814
0000 =013
0000 oooO
bfeée 37bd

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware

0200 SMOD............
geee ........ h...h...
geee ..... R
0000 LOADER..........

a73b

-zl IIGIAIIII?II;

48/91



[patrickx@30C3:~$] cat 'Our Research Tools'

O™ ® patrickx@ubuntu64bit: ~

o patrickx@ubuntu64bit:~S$ sudo xxd -1 0x50 /dev/intel_me_ fw_mapper
$ Lmux: 0000000: 244d 4Ff44 0EEA OO O700 AEEO A300 0200 $MOD
0000010: 0100 fed3 0OAO AAOO 6814 AOOO 6814 0OOO
@S @ patrickx@ubuntu64bit: ~ POOE20: PAOO 0001 b822 0100 5000 0RO eO13 0EOO )
patrickx@ubuntu64bit:~$ 11 /dev/intel=* 0000030: 4c4f 4144 4552 0000 0OE0 0000 APAO OOOO LGADER
1 root root 249, © Jul 28 23:09 fdev/intel_me_fw_map| 0000040: 9b5a 7c88 Zedf a441 bfeé 37bd a73b .Z|..0

patrickx@ubuntu64bit:~$ [ | patr1ckx@uhuntuﬁ4h1t ~s B

@S & patrickx@ubuntué4bit: ~

|AMTBPHelper started.
—— :1 Plset bp JEPDel bp [EicontinuelBGoto R all BPFin SessP:Re|Startffchg StAREELDuUit
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[patrickx@30C3:~$] cat 'Code for Sending Packets'

$ (un)plug network cable = one DHCP packet

, @S @ patrickx@ubuntu64bit: ~fintelActiveManagementTechnology.project/subversion/patrickx.src/AMTBPHelper y
MAMTBPHelper - AMT firmware version: 3.2.1 - ARCTangent-A4 version: 0 ' eAer pa rkh@“b““ u64bi : ~fintelActiveManagementTechnole

|
I
F
¥
|

i
i

fHlLine 6 9% BP: OX0
Disassembled code from 0x4e2230 to 0Ox4e2300 loaded.

ilRe |Load [iset bp JEDel bp | [fcoto IR all BPRFin Sessi:Re|Startjlchg stARREGQuit
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@30C3:~$

Demo Video 1
Exfiltrating Password via OOB

wireshark File Edit View Go Capture Analyze Stati{crieg iV e gpEFEIS{cl:grlik|
Ta rg et ©™ ™ capturing from etho [wireshark 1.8.2] Exte rn a I : [
EREAER .o ROAIE SMPMIES SIS TR RO SRR et e e - Filter'm w |Expression... Clear Save
Platform B o & Sat Aug 17 13:31:60 2013 Platform 1P , P A
e No. |Time|Source | Destination | Protecol | Length|Info

er. 6) | (ip.dst==192.168.1.106 && ip.src—192.168.0.0/16) : Expre

This video is available at:
http://stewin.org/videos/44con_ videol_DAGGER-keylogger. mp4

Power On

1P adoress 192.168.1.108

System ID 26201904-4730-0c11-96 1000601688501
Date B172013

Tume 130 pm

patrickx@ubuntué4bit:/$ uname -a Refresh
Linux ubuntu6dbit 3.5.0-27-generic #46-Ubuntu SMP Mon Mar 25 19:58:
17 UTC 2013 x86_64 xB6_64 xB6_64 GNU/Linux

patrickx@ubuntuedbit:/$

pa iste = ip addr show dev et
he | grep "inet *
inet 192.168.1.107/24 brd 192.168.1.255 scope global eth®
St kx NK - : s ./listenOr

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 51/91


http://stewin.org/videos/44con_video1_DAGGER-keylogger.mp4

[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’

AMT thread 2:
RX packet handling
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’

\

AMT thread 2:
RX packet handling
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’

\

AMT thread 2:
RX packet handling

akkiing
o iIncoming .
packets
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’

\

AMT thread 2:
RX packet handlin

In

Incoming

L)
S
_—
-
—_—

packets

Dec 29 2013

packets containing new attack code

(e.g., privilege escalation)

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:

_— DAGGER

Q extract and copy
set new attack code flag

\

AMT thread 2:

RX packethandling - code packets containing|new attack code

o incoming = identified [ ) [ ) [ o e

packets (e.g., privilege escalation)
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[patrickx@30C3:~$] cat 'DAGGER Updates'

AMT thread 1:
DAGGER’

Q extract and copy
set new attack code flag

\

AMT thread 2:

RX packethandling - code packets containing|new attack code

o incoming = identified [ ) [ ) [ o e

packets (e.g., privilege escalation)
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@30C3:~3] cat 'DAGGER Updates'

AMT thread 1:

DAGGER
Loybaoard b ff

|
5

rprivilege escalation attack 14

&) extract and copy
set new attack code flag

AMT thread 2:

RX packet handling o u.  code packets containing|new attack code

. . - >
incoming EGQ
o packets =

identified

T (e.g., privilege escalation)
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[patrickx@30C3:~$] cat 'DAGGER Updates'

—> How to find code responsible for handling
incoming network packets?

AMT thread 1:
DAGGER’

9 extract and copy
set new attack code flag

AMT thread 2:

RX packethandling - code packets containing|new attack code

o incoming = identified [ ) [ ) [ o e

packets (e.g., privilege escalation)
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@30C3:~8$] cat 'Our Research Tools'

- [ o e ) -
$ Windows Halting the debuggee... Done. Load Debugger RO:|0x017a£7e0 R1:|0x017af?hs R32:/0x00000000 R33: |0x00000000 ‘

Requesting registers... Done.
Requesting extended registers... Done. Unload Debugger R2:|0x00000008 Dialog ot
Requesting auxiliary registers. .. Done. Refresh

|

i

u]

=
[}
=
-1
]
H
-1
Lfu}
L

. . Action
Brea Regular registers: Extended registers:

R o P -~

R .

m

(" Pause debuggee

Continue
R8:

e

[} [} o o o ] ] [}
= = £ £ £ £ £ £
[} [} o o o =] =] [}
[} [l = = ] [ ] [}
[m} -1 -1 -1 ] -1 [m] [m}
[} 1] i) i) o i) =] [}
[} m =] =] ] H ] [}
[} [0} -1 -1 o (] =] [}
[} n I = i (7] [ =}
1 1 = oo oo Lo = =
-

* Start emulation immediately R1

Durnp R2
(" Log register value -

Synchronize
0x01012£14 1820800 rl,rl ¥

0x01012£18 280e0£e0B r3, rl, a8 Switch counters
Ox01012£flc &881BZ200 ri, r3, rl —_—
0x01012£20 8021fel0 rl, r2,1le

Ox01012£Z24 57el7alB - a,rZ, B . ,

Ox0L01Z£25 EBE08600 r3,rl,r3 Register content: |0x012s8000  {R26 g Egg it
0x01012f2c Z0000208 0x01012£40 R1g:|oxooo0ODOG Register content mask: | oz FFFFFOOO R34

Ox01012£30 &0200000 rl, =0 R35

Ox01012£34 &7el0500 - a,r2 T TRK? R3A

0x01012£38 3B80£2001 ] [Blink]
0x01012£3c 20000800 0x01012£30 Custom R22:|0x017af7el [ e (“‘75;“‘] Cancel
Ox01012£40 &7e07a03 a,x0,3

O0x0101z2£44 20000321 . 0x01012£a0

0x01012£46 £0200000 rl,z0
Nx01012F4c 10408600 r3, [r1] : FP10XDl?af?e8 MMHDJDxDDnunnun MHDIDXDDDDDDDD

Ox0101Z£50 40Z0£201 rl,rl,1
£ E - ILIMNKL: |0x8c40ebfc LP_COUMT:| 0x00000000 Screenshot
0x0101 &Telfal3 - a,rl, 3 [~ Internal Emulatior -

0x01012£58 5041701 r2, r2,1
Ox01012£5c 2TEEEdRZ 0x01012£f4c : BLIMK:|OxS8c5332d3

MNxN101ZFA0 RRR1TaNZ rd 37 F

v Conditional
Regular registers: Extended registers:

= = el el
o = = =
o Y [o5] =]

sl
=1

Emulator
STOPPED Stop

01 & 3 4 ? 8 % A B C D E F STATUS: |0xSc4s0lsb  SEMAPHORE: |0x00000000
OLFFC400 24 39 36 32 30 30 45 30 31 3% 38 38 39 42  -9520-00E0LSE5539E Save State

D1FFC4l0 46 41 23 22 Ze 7z 69 3d 2Z Zf e &f 67 6f  Fi)", uri="slaogo : P END:|0zo0404bes
D1FFC4Z0 Ze 67 €3 66 27 €l 6c 67 6f 7Z €3 74 68 64 .gif", algorithm

D1FFC430 3d 44 44 35 2c 6f 6= 63 65 34 22 30 30 30  =MDE, nonce="000 : DEBUG: |0x01000000 [ On I I
D1FFC440 30 66 31 33 62 30 66 33 66 38 62 32 37 61 0fl3bdAcOf2fIbiTa (s

O1FFC450 37 34 61 34 36 33 62 33 31 37 31 2Z 2o 20 74ad6363k31z1,
D1FFC460 63 Ge 6f 6= 63 2z 3% 6a 62 Zf 79 39 73 31 cnonce="Zik/y9sl
O1FFC470 74 35 Ge &b 56 EZ 72 70 72 4a 49 Ea 69 72  tEnkVzORxpsJIZir 0x01012f4c 10408600 stb  r3,[r]
O1FFC450 54 54 4d 43 33 43 37 50 53 67 34 4f 39 4c  TTMC3+ICZPHg409L
D1FFC490 &k 55 74 34 22 71 6f 70 3d 61 75 74 68 2o kUb=", gop=auth,
D1FFC4AD 20 Ge 62 3d 30 30 30 30 32 35 2o 20 7Z &5 ne=00000025, re
D1FFC4E0 73 70 6f 6e 73 2z 30 3z 61 35 3z 30 31 35 sponse="0zaSZ015
D1FFC4C0 31 65 61 34 39 35 35 65 39 33 30 37 61 66  lea49ahBS5ed307af

Mew Breakpaint
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@30C3:~$! cat "Irace Log

o = o o & | & Dy gt x| EZ2ETECEDRA PEENRGEE sy ZLEH O
|=| emutrace2 parsedlog |
B172 0x014=4f30 624a2800 mowv rlg, r20 R18: 0x01T736eba STATUS: 0xBc5393cd
° B173 0x014=4f34 09adiles rl3, [fp, —24] R13: OROTFESS08 STATUS: 0x8c5393ce
$ Wlndows 1174 0x014e4£38  Oaéd8lec r19, [£fp,-20] R19: 0x00000042 STATUS: Ox8c5393cE
B175 0x014e4f3c 6T7ed2100 mowv. £ 0,rle STATUS: 0xBcb5393d40
1 0x014e4f40 20000701 bz 0x014e4f7c S5TATUS: OxB8c5393dl
B1 0x014e4f7c 5T7e9facd sub.f 0,rl9,100 STATUS: 0x6c53593e0
178 O0=x014=e4f80 20000405 bo Ox0l14e=e4fa4 S5TATUS: Ox6c53S93el
B1749 0x0l4e4fa4 081£f0000 r0, [0xleb 2aB4] RO: Ox0106aZb8 STATUS: 0x6c5393ea
P180 O0x0l4e4fac 08000004 rQ, [r0, 4] R0O: Ox01068644 S5STATUS: 0Ox6c33f93ec
thilks 0x014e4fb0 08a00008 r3, [r0, 8] R3: 0=x00404b58 S5TATUS: 0Ox6c5393ed
0x014=4fb4 60092400 mowv r0,rls RO: O0x01736eba STATUS: 0x6c5393ee
0x014e4fbE 60269a00 mov ri,ri3 R1: OROUEEEE00 STATUS: Ox6c5393ef
0x014e4fbc 6049a600 mowv rZ,rls R2: Ox00000042 STATUS: 0Ox6c3393f0
0x014e4fcO 38018200 il [r3] BLINE: 0x&6c53%93f1 STATUS: 0x6c5393f1 {
0x01012e=60 381£0000 a 0x01180644 STATUS: 0Ox6c404bS8
0x01180644 S38eTeb4 sub 2p, 3p, 180 5P: Ox017afedd4 STATUS: Ox6c460192
0x01180648 100e3=84 blink, [sp,132] STATUS: Oxb6c460153
0x0118064c 100eTcac Ox46 01%a, [sp,172] 5TATUS: Ox6c460154
0x01180654 2Eff4380 bl 0x01180074 BLINK: 0Ox6c4601596 STATUS: 0Ox6c460156 {
0x01180658 28038b00 bl 0=x011822b4 BLINE: 0Ox6c46013%97 S5TATUS: Ox6c4e0197 {
0x0118065c 2Eff5c00 bl 0x01180140 BLINK: 0x8c460158 STATUS: 0x8c460158 {
0x01180660 0bee0084 blink, [=2p, 132] BELINK: 0Ox6c5393f1 STATUS: Ox6c4601538
0x01180664% 0b8e0078 ap, [5p,120] S5P: Ox01T7af788 STATUS: Ox6c46019a
0x01180668 67810500 mov.f 1p count,r2 STATUS: 0x2c46015b
0x0118066C 68800200 ar r4,r0,rl R4: Ox0lffeeba LP COUNT: Ox00000042 STATUS: Ox2c46019c
0x01180670 381£0000 a 0x01012e68 STATUS: 0OxZ2c46015d
0x01012e68 380f8101 J=. £ [blink] STATUS: 0x2c404bSb
0x01012e6c 67e2Tad3 and.f o,r4,3 S5TATUS: 0OxZ2c404bSc
0x01012e70 88817203 1sr r4,rz,3 R4: Ox00000008 S5TATUS: 0OxZ2c404bod
0=x01012e74 20001082 bnz 0=x01012efc STATUS: 0xZc404bSe
0x01012efc 5020fe0l sub ri,rl,1 Rl: Ox01ffc3ff S5TATUS: O0xZ2c404bcO
0x01012£00 20607201 sub r3, ro,1 R3: Ox01736eb8 S5TATUS: O0x2c404bcl
0=x01012f04 30000100 1p 0=x01012f10 STATUS: 0x2c404bc2 LP START: 0x00404bc2 LP END: 0x00404bc4
0x01012f08 08809401 r4,[rl,1] R1: _ R<4: Ox00000000 LP COUNT: Ox00000041 STATUS: Ox2c404bc3
0x01012f0c 11418801 r4, [r3,1] R3: Ox01736eba S5TATUS: Ox2c404bc2
0x01012f08 08809401 r4, [rl,1] Rl: Ox01ffc40l1 R4: 0x00000019 LP COUNT: 0x00000040 STATUS: 0OxZ2c404bc3
0x01012f0c 11418801 r4, [rc3,1] R3: Ox01736ebb S5TATUS: O0x2c404bc2
0x01012f08 08809401 r4, [rl,1] Rl: Ox01ffc402 R4: O0x000000d1 LP COUNT: Ox0000003f STATUS: Ox2c404bc3
0x01012f0c 11418801 r4, [r3,1] R3: O0x01736ebc S5TATUS: OxZ2c404bc2
0x01012f08 08809401 r4,[rl,1] R1: Ox01ffc403 R4: O0x0000008f LP COUNT: 0Ox0000003e STATUS: Ox2c404bc3
0x01012f0c 11418801 r4, [r3,1] R3: Ox01736ebd S5TATUS: O0x2c404bc2
0x01012f08 08809401 r4, [rl,1] Rl: Ox01ffc404 R4: O0x0000006f LFP COUNT: Ox0000003d STATUS: 0x2c404bc3
User Define File - ARC4Tracelog length : 891855 lines: 10205 Ln:9316 Col:71 Sel:10|0 AMSI INS
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[patrickx@30C3:~$] cat "Irace Log'

L rd,rl8 BO: Ox017T73b0eba STATUOS: OxbcS303se
il ri,rl3 Rl: O=OIFffc900 STLATUS: Ox6c5393ef
MO r2,rls FZ2: Ox00000042 STATUS: Ox6c5393f0
i1 [T=3] BLINE: Ox6c5393f1 STATUS: O0Ox6c5393f1 {
| Ox01180644 STATUS: Ox6c404b99
sub sp, =p, 180 SP: Ox0l17af6d4 STATUS: Ox6c460192
blink, [sp,132] STATUS: Ox6c460193
0Ox46 01%a, [sp,172] STATUS: Ox6c460194
bl Ox01180074 BLINEKE: Ox6c460196 STATUS: O=x6c
bl Ox011822b4 BLINEK: O0x6c460197 STATUS: Ox6c
bl Ox01180140 BLINK: Ox8c460198 STATUS: OxS8c
blink, [sp,132] BLINE: Ox6c5393f1 STATUS:
=p, [sp,120] SP: O0x017af788 STATUS: O0x6c46C
mow . £ 1p count, r2 STATUOS: O=xZcd46019Sk
oxr r4,.r0, rl BE4: Ox0lffeeba LEF COUNT: Ox0000004
| Ox01012e68 STATUS: 0Ox2c46019d
j=.F [blink] STATUS: 0xZc404b%Sb
and.f 0, r4,3 STATUS: O0xZc404b9c
l=rxr r4,r2,3 R4: Ox00000008 STATUS: OxZc404b9d
bnz Ox0101Zefc STATUS: 0O0x2c404b%e
sub ri,rl,1 Rl: Ox01ffc3ff STATUS: O0xZ2c404bcO
sub r3,r0,1 R3: O0x01736ebf9 STATUS: O0xZc404bcl
1p Ox01012Ff10 STATUS: O0x2c404bc2 LP START: O
r4, [r1l,1] R1: RN ~<: ox00000000 LP
r4, [r3,1] R3: O0x01736eba STATUS: O0xZc404bc2
r4, [r1,1] R1: O0x01ffc401 R4: O0=x0000001% LP
r4, [r3,1] R3: O0x01736ebb STATUS: O0xZc404bc2
r4, [r1,1] Rl: Ox01ffc402 R4: 0x000000d1 LP
r4, [r3,1] R3: O0x01736ebc STATUS: O0xZc404bc2
r4, [r1,1] R1: Ox01ffc403 R4: 0x0000009f LP
r4, [r3,1] R3: O0x01736ebd STATUS: O0xZ2c404bc2 3¢ Malware
r4, [r1,1] Rl: Ox01ffc404 R4: Ox0000006f LP
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[patrickx@30C3:~$] cat "Irace Log'

L rd,rl8 BO: Ox017T73b0eba STATUOS: OxbcS303se
il ri,rl3 Rl: O=OIFffc900 STLATUS: Ox6c5393ef
T rz2,rls RZ2: O=x00Q000042 STATUOS: Ox6ecS393fF0
a1 [x3] BLINEKE: Ox&6cS393fF1 STATUOS: O=x6ecS5393F1 {
i Ox01180644 STATUS: Ox6c404b99
sulb sp,sp, 180 S5P: O=x0lTafeda STATUOS: O=xecdeDl9Z
blink, [=p,132] STATUOS: Oxec4d460l193
Ox46_ 01%a, [sp,17T72] STATUOS: Oxe6cde60l194
bl Ox011800749 BLINEK: Oxbcd460l19&6 STATUS: OxbcC
bl Ox011822b4 BLINEK: O0x6cd4e60197 STATUOS: O=6cC
bl Ox01180140 BLINK: O0x8c460198 STATUOS: O=x8cC
blink, [=p,132] BLINE: O0x&ecbH3893fFf1 STATUS :
=p, [=2p,120] 5P: O=x01T7TarfT88 STATUS: Ox&ecdeC
mow . £ 1p count, r2 STATUOS: O=xZcd46019Sk
oxr r4,.r0, rl BE4: Ox0lffeeba LEF COUNT: Ox0000004
i Ox0101Z2ead8 STATUS: OxZcd4e6019d
d=. £ [EPlink] STATUS: O0xZc404b9b
and.f O, r4,3 STATUS: O=xZc404b9c
l=r r4, r2,3 R4: O=x00000008 STATUS: O0=xZcd404bod
bn= Ox01012Z2efc S5TATUS: OxZcd404bS9e
sulb rl,r1,1 Rl: Ox01ffc3ff STATUS: O0xZcd404bcO
sub r3,r0,1 R3: O=x017T36ebS STATUS: OxZc404bcl
1 Ox01012Ff10 STATUS: OxZcd404bc? LPF START: C

r4,  [x1,1]
r4, [=3,11]
r4, [x1,11]
r4, [=3,1]
r4, [x1,1]
r4, [x3,11]
r4,  [x1,1]
r4, [=3,11]
r4, [x1,11]

5i: OXO1££c400

BE3: Ox0173aeba
Rl: Ox01ffca401
R3: 0=01T7326ebhb
Rl: O0x01ffca02
R3: O0x01T736ebc
Rl: O0=01ffod03
RE3: 0=x01736ebd
Rl: Ox01ffca404

BE4: O=x0000000O0 LE
STATUS: O0=xZc904bc?
R4: O=x0000001%5 LE
STATUS: O0=xZcd404bcl2
E4: O=x000000dl LF
STATUS: O=xZc404bc2
E4: O=x000000ST LE
STATOS: O=xZ2ca04bc? are Malware
R4: O=x0000006f LE

JFmemcpy call
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[patrickx@30C3:~$] cat "Irace Log'

memcpy parameter

memcpy call

L rd,rl8 BO: Ox017T73b0eba STATUOS: OxbcS303se
il ri,rl3 Rl: O=OIFffc900 STLATUS: Ox6c5393ef
MO r2,rls FZ2: Ox00000042 STATUS: Ox6c5393f0
i1 [T=3] BLINE: Ox6c5393f1 STATUS: O0Ox6c5393f1 {
| Ox01180644 STATUS: Ox6c404b99
sub sp, =p, 180 SP: Ox0l17af6d4 STATUS: Ox6c460192
blink, [sp,132] STATUS: Ox6c460193
0Ox46 01%a, [sp,172] STATUS: Ox6c460194
bl Ox01180074 BLINEKE: Ox6c460196 STATUS: O=x6c
bl Ox011822b4 BLINEK: O0x6c460197 STATUS: Ox6c
bl Ox01180140 BLINK: Ox8c460198 STATUS: OxS8c
blink, [sp,132] BLINE: Ox6c5393f1 STATUS:
=p, [sp,120] SP: O0x017af788 STATUS: O0x6c46C
mow . £ 1p count, r2 STATUOS: O=xZcd46019Sk
oxr r4,.r0, rl BE4: Ox0lffeeba LEF COUNT: Ox0000004
| Ox01012e68 STATUS: 0Ox2c46019d
j=.F [blink] STATUS: 0xZc404b%Sb
and.f 0, r4,3 STATUS: O0xZc404b9c
l=rxr r4,r2,3 R4: Ox00000008 STATUS: OxZc404b9d
bnz Ox0101Zefc STATUS: 0O0x2c404b%e
sub ri,rl,1 Rl: Ox01ffc3ff STATUS: O0xZ2c404bcO
sub r3,r0,1 R3: O0x01736ebf9 STATUS: O0xZc404bcl
1p Ox01012Ff10 STATUS: O0x2c404bc2 LP START: O
r4, [r1l,1] R1: RN ~<: ox00000000 LP
r4, [r3,1] R3: O0x01736eba STATUS: O0xZc404bc2
r4, [r1,1] R1: O0x01ffc401 R4: O0=x0000001% LP
r4, [r3,1] R3: O0x01736ebb STATUS: O0xZc404bc2
r4, [r1,1] Rl: Ox01ffc402 R4: 0x000000d1 LP
r4, [r3,1] R3: O0x01736ebc STATUS: O0xZc404bc2
r4, [r1,1] R1: Ox01ffc403 R4: 0x0000009f LP
r4, [r3,1] R3: O0x01736ebd STATUS: O0xZ2c404bc2 3¢ Malware
r4, [r1,1] Rl: Ox01ffc404 R4: Ox0000006f LP
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[patrickx@30C3:~$] cat "Irace Log'

v

memcpy parameter

memcpy call

our main hook
is also traced into

L rd,rl8 BO: Ox017T73b0eba STATUOS: OxbcS303se
il ri,rl3 Rl: O=OIFffc900 STLATUS: Ox6c5393ef
O r2,rls RZ2: O=x00000042 STATUS: O0x6ecS393f0
31 [x3] BLINK: O0Ox&6ch393fF1 STATUS: O0=xec5393f1 {
| Ox011806494 STATUS: O0x6&6c404b99
//’ sub =, sp, 180 5P: Ox0l17afed4a STATUS: Oxec4601592
PBPlink, [=p,132] STATUS: O0=x6ec4d460193
Ox46 01%a, [=p,.172] STATUS: Oxec460194
bl O0x01180074 BLINEK: O0xb6c46019& STATUOS: Ox6cC
bl O=x011822b4 BLINK: O0Oxb6c4&60197 STATUS: Oxb6cC
bl Ox01180140 BLINK: O0x8c460198 STATUS: O0OxE8c
blink, [=p,132] BLINEK: O0x&c5393fFf1 STATUOS:
=2p, [=2p,120] SP: Ox0l17arfr78s8 STATUS: O=x6&6c4d46(C
mow . £ 1p count, r2 STATUOS: O=xZcd46019Sk
oxr r4,.r0, rl BE4: Ox0lffeeba LEF COUNT: Ox0000004
\\_ | Ox0101Z2e68 STATUS: O=xZcd46019d
d=. £ [E1link] STATUS: OxZc404b9b
and.f g, r4,3 STATUS: O0xZc404bS9c
l=1r r4,r2,3 E4: Ox00000008 STATUS: O0=Zc404bod
bn= DxQI01Z2efco STATUS: O=xZca404bh9e
=ub rl,rl,1 Rl: Ox01ffc3ff 5TATUS: O0=xZc404bcoO
=ub r3,ro,1 R3: O0x01736eb9 STATUS: O0xZc404bcl
1 Ox01012Ff10 STATUS: O0xZca404bc? LEF START: C
r4, [r1l,1] R1: RN ~<: ox00000000 LP
r4, [r3,11] R3: O0x01736eba STATUS: O0xZc404bc2
r4, [rl1,11] Rl: Ox01ffc401 R4: Ox00000015 LE
r4, [xr32,1] R3: O0=x01736ebb S5TATUS: O=xZc404bo2
r4, [rl1,11] Rl: Ox01ffca02 E4: Ox000000dl1 LE
r4, [r3,11] R3: O0Ox01736ebc STATUS: O0xZc404bc?2
r4, [r1,1] Rl: Ox01ffc403 R4: O=x0000009f LE
r4, [r3,11] R3: O0x01736ebd STATOS: O0xZ2c404bc2 3re Malware
r4, [rl1,11] Rl: Ox01ffca404 R4: Ox0000006f LEP
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@30C3:~$] cat 'ITrace Log'

L rd,rl8 BO: Ox017T73b0eba STATUOS: OxbcS303se
mow rl,rl3 Rl: OROIFEFEa08 STATUS: Ox6c5393ef IMemecpy pa.rameter
N1 r2,rls RZ2: O=x00000042 STATUOS: O0=x&6cS3I23T0
a1 [x321] BELITNEK: O0Ox6ecS5393F1 STATUOS: O0=xb6cL5393T1 i memcpy Call
T O=x011806449 STATUS: Ox6ca204b99
//— =ub S, Sp, 180 SP: O0x01lTafaed4a STATUOS: Ox6caaDl1o2
Blink, [=p,132] STATUOS: O0=x6ecd4aDl193
Ox46_ 01%a, [sp,17T72] STATUOS: Oxbecd4aDl1949
1 O=x0118007T4 BLINEK: O0xb6ca6019&6 STATUS: OxbcC .
Bl O=x011822Nh4d ELTHNK: O0x6cada0197 STATUOS: Oxbec our main hOOk
1 O=x01180140 BLINK: O0x8ca460198 STATUOS: O0=xE8c : .
bBlink, [=p,132] BLINHNE: 0x6cS5393fF1 STATUS : 18 aISO traced 1nto
s, [, 120] S5P: O0=Q1LTarvT8s STATOS: OxecadaeC
mow . £ 1p count, r2 STATUOS: O=xZcd46019Sk
oxr r4,.r0, rl BE4: Ox0lffeeba LEF COUNT: Ox0000004
\\_ A O=x0101Z2ead8 STATUOS: O0=xZodaDlod _//
d1=.T [BE1link] STATUOS: 0=xZca404bh9b
and.f =1, 3% STATUS: O0=xxZca404bh9c
l=xr rd,  rZ2, 3 FE4: O0=QO0QO0OQO0OO0S8 STATUOS: O0=xZca404bh9d
bn= Ox0l101272efc STATOS: O=xZcadd4bx9e
=sub rli,xr1,1 Rl: O0O=Q01ffo3ff STATUOS: O0=xZca404bo0
sub r3,r0,1 R3: O0x01736=sb9 STATUOS: O0=xZca404bcl
1 O=x01012Ff10 STATUOS: O=xZca404bc? LPF START: C
rd4,  [x1,1] Rl : — R4: CI:-:CICICHDCI(‘CIG

first bytes of
an incoming

r4, [r3,1] FZ: Ox017T36eba STATUS: O0xZc404bcd
r4, [r1,1] Fl: Ox0Iffc40]l F.4: Gﬂﬂﬂﬂﬂﬂdlﬂ
r4, [r3,1] FZ: Ox017T36ebb STATUS: O0=xZc404bc

r4, [rl,1] Rl: Ox01ffc402 R4: 0x00000¢d1 packet

rd4, [r3,1] R3: Ox01736ebc STATUS: OxZc404b

r4, [tl,1] R1: Ox01ffc403 R<: 0=x00000d¢9

rd4, [r3,1] R3: Ox01736ebd STATUS: OxZc404 e Mislrare 68/91

r4, [r1,1] Rl1: Ox01ffc404 R+4: GEGGGDDdE



@30C3:~$] cat 'ITrace Log'

L rd,rl8 BO: Ox017T73b0eba STATUOS: OxbcS303se
IO Tl .Trl=3 ) ) =2 - xbOC =
e .- hook to mtggceWKetgzacsasafn
a1 [x3] BLINEKE: Ox&6cS393fF1 STATUOS: O=x6ecS5393F1 {
i Ox01180644 STATUS: Ox6c404b99
//’ sulb sp,sp, 180 S5P: O=x0lTafeda STATUOS: O=xecdeDl9Z
blink, [=p,132] STATUOS: Oxec4d460l193
Ox46_ 01%a, [sp,17T72] STATUOS: Oxe6cde60l194
bl Ox011800749 BLINEK: Oxbcd460l19&6 STATUS: OxbcC
bl Ox011822b4 BLINEK: O0x6cd4e60197 STATUOS: O=6cC
bl Ox01180140 BLINK: O0x8c460198 STATUOS: O=x8cC
blink, [=p,132] BLINE: O0x&ecbH3893fFf1 STATUS :
=p, [=2p,120] 5P: O=x01T7TarfT88 STATUS: Ox&ecdeC
mow . £ 1p count, r2 STATUOS: O=xZcd46019Sk
oxr r4,.r0, rl BE4: Ox0lffeeba LEF COUNT: Ox0000004
\\_ i Ox0101Z2ead8 STATUS: OxZcd4e6019d
d=. £ [EPlink] STATUS: O0xZc404b9b
and.f O, r4,3 STATUS: O=xZc404b9c
l=r r4, r2,3 R4: O=x00000008 STATUS: O0=xZcd404bod
bn= Ox0l101272efc STATOS: O=xZcadd4bx9e
sulb rl,r1,1 Rl: Ox01ffc3ff STATUS: O0xZcd404bcO
sub r3,r0,1 R3: O=x017T36ebS STATUS: OxZc404bcl
1 Ox01012Ff10 STATUS: OxZcd404bc? LPF START:
r4, [r1,1] R1: — E4: G}:CH:Z.'ICICICH:‘CIG
r4, [xr3,11] R3: Ox01736eba STATUS: OxZc404bc?
r4, [r1,1] Rl: O=x01ffc401 R4 : Gﬂﬂﬂﬂﬂﬂdlﬂ
r4, [x32,1] R2: O=x01736ebb STATUOS: OxZcd404bc?
r4, [r1,1] Rl: Ox01ffc4a402 E4: DEDDDDqul
r4, [r3,11] E3: O=xO017T36ebc STATUOS: O0=xZc404b
r4, [r1,1] Rl: Ox01ffc403 E4: DEDDDDDQE
r4, [xr3,11] RE3: Ox01736ebd STATUOS: OxZ2c404
r4, [r1,1] Rl: O=xO01ffc404 R4 : GEGGGGDﬂE

memcpy parameter

memcpy call

our main hook
is also traced into

v

first bytes of

an incoming
packet
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[patrickx@30C3:~3] cat 'Privilege Escalation

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 70/91



[patrickx@30C3:~3$] cat 'Privilege Escalation'

(1] (GRgng%Obountu) » kernel version (derive addresses, offsets, size of structures)
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[patrickx@30C3:~3$] cat 'Privilege Escalation'

(1] (GRl(J))I_;zf%Obountu) » kernel version (derive addresses, offsets, size of structures)

2}

init task Structure

(memory address: grep init_task /proc/kallsyms)

c:red struct v

téSkS list
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[patrickx@30C3:~3$] cat 'Privilege Escalation'

(1] (GRSégf%obountu) » kernel version (derive addresses, offsets, size of structures)

2}

init task Structure

(memory address: grep init_task /proc/kallsyms)

c:red struct v

d
struct

téSkS list

target task Structure

c:red struct
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[patrickx@30C3:~3$] cat 'Privilege Escalation'

(1] (GRSE%]C%O&NU) » kernel version (derive addresses, offsets, size of structures)

2}

init task Structure

(memory address: grep init_task /proc/kallsyms)

c:red struct v (root)

(4] copy

d
struct

tésks list

target task Structure

al c:red struct
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[patrickx@30C3:~3$] cat 'Privilege Escalation'

0 (GRSE%f%Ot?untu) » kernel version (derive addresses, offsets, size of structures)

L2}

init task Structure

(memory address: grep init_task /proc/kallsyms)

c:red struct v (root)

(4] copy

d
struct

tésks list

target task Structure

al c:red struct

$ Binary: DMA_ poc_remote_ privilege_escalation.arc4.elf

$ Sent via hping3
man hping3 “[...] send (almost) arbitrary TCP/IP packets to network hosts [...]”
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@30C3:~$
Demo Video 2

Privilege Escalation via OOB

‘wireshark

Ta rg et ©® O Capturing from etho [Wireshark 1.8.2]

File Edit View Go Capture Analyze Statistics Telephony Tools

Platform B T

er 6) || (ip.dst=192.168.1.106 &8 ip.src==192.168.0.0/16)

File Edit View Go Capture Analyze N
Sun Aug 18 16:01:59 2013}

External R Err P s = s aosen

Filter: 106 || ip.dst==192.168.1.106 ¥ |Expression... Clear A

No. |Time|Source Destination Protocol | Length| Info

Sun Aug 18 16:01:59 2013

Platform

patrickx-THINK: net convert$ sudo hping3 -
i uleeed -c 76 -1 ethd® -S 192.168.1.106 -p 16992 -d
1402 -E ./DMA poc remote privilege escalation.arcd.e

This video is available at:
http://stewin.org/videos/44con_ video2_ DAGGER-privilege-escalation.mp4

System Si
on
192.166.1.108
262019e4-4730-dc11-96 1e-00e0188850fa
8182013
400pm

ssh 192.168.1.106

: E

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 76/91
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[patrickx@30C3:~8] cat “Irick Non-host Monitors”

$ JitterBug based, see “Keyboards
and Covert Channels” [Sha06]:

JitterBug sender
(encoding packet timings

’

[ 4
o (o ) o ) '\‘ e o ) (o
\— ~ _/ ‘
encoded information SeoaE- —1
delayed packets | I

JitterBugeiver
(decoding packet timings)
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$ Outgoing packet interception

$ Measure time!

AMT peripheral (timer) access:
lr rO, [0x8011]

— Read timer register:

resolution
~ 996500 Hz

$ Packets
to delay

Dec 29 2013

Wireshark log of an
AMT TCP session

[patrickx@30C3:~$] cat 'More ME Features'

Ox0c415523
Oxd0394fae9
O0xd0395026
OxdD395146
0xd0395201
OxdD39c2fe
Oxd03953b3
Oxd039549d8
O0xd0D395595
Ox8c4155cH
Ox8c41533e
O0x0c41 5207
O0x0c415523
O0xdD39fdelb

timer emutrace awxacc log
1 0x010554988 :
2 0x01049bdfc:
= 0x01049bel%:
=% 0x01049bdfc:
o 0x01049bel%:
& 0x01049bdfc:
T 0x01049bel%:
8 0x01049bdfc:
o O=x01049belsd:
10 O=x01055T1c:
11 O=x010594cf4:
i = O=x01054818:
13 O=x01055488 :
14 O=x0104bdfc:
15 O0=x0104bel4:

Ox0104bdfc:

Oxd038fe28
Oxd03Sffi15S

Protocol Info

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware

from Ox0000
from Ox0000
from Ox0000
from Ox0000
-
—
—
—_— S
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©@30C3:~$] cat 'Execution Stages'

\[o X Description Duration Overhead
Find keyboard buffer 100-110 ms AMT irresponsive
Log sensitive information determined by user insignificant
(e.g., detect keystrokes input

following a login name)

3. Leak sensitive information unlimited, low,
(encode into legitimate packet continuous replay but detectable
delays)
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@30C3:~$
Demo Video 3

JitterBug

2 >

Computer Network

Nr. | H t | Time delta | Full delta |
| ! 6513 | 6513 |
11197 | 51197 |

Some statistics in | AT SN §

6733 | 46733 |

a boring console [ERISENRIN

3923525 |

This video is available at:
http://stewin.org/videos/44con mdeoS-DAGGER-_]utterbug avi

Frame start
sequence

 Leaked data
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[patrickx@30C3:~$] cat 'Countermeasures’

$ Virtualiztion Technology for GMCH (Northbridge) RAM
Directed 1/O (I/OMMU, [Abr06]) T
$ Attacks: [Sanl0], [Woj09], [Wojllal, VT-d — 1100101101001
[Wojllb] |
$ No driver for Windows (including 8) ICH (Southbridge) —

$ Academic:
$ VIPER [Lill] / NAVIS [Dufll] / BARM [Stel3]
$ 30C3:
$ Hardening hardware and choosing a #goodBIOS [Stul3]
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[patrickx@30C3:~3$] cat 'Conclusion'’

Infiltration
+ DMA
o Net access
O
E Buffer
’g Search Time
-y VY VY
Milestones )

Dec 29 2013 Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware 85/91



Patrick Stewin and Iurii Bystrov

Security in Telecommunications (SecT)
TU Berlin
patrickx@sec.t-labs.tu-berlin.de

30C3, Hamburg, Germany
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[patrickx@30C3:~3] cat 'Memory Reclaiming'

Management engine

ME CPU DMA
Arctangent-A4 engine TOUUD N
REMAPLIMIT

DRAM controller

— —16MB- —
—— ~
4GB
REMAPBASE I
_______ T
Physical
address
Space
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[patrickx@30C3:~$] cat 'References/Related Work'

[Abr06] D. Abramson, J. Jackson, S. Muthrasanallur, G. Neiger, G. Regnier, R. Sankaran, I. Schoinas, R. Uhlig, B. Vembu, and J.
Wiegert: Intel Virtualization Technology for Directed I/O

[Aum10] D. Aumaitre and C. Devine: Subverting Windows 7 x64 Kernel with DMA attacks
[Boi06] A. Boileau: Hit by a Bus: Physical Access Attacks with Firewire.

[Bul08] Y. Bulygin: Chipset based Approach to detect Virtualization Malware.

[Dell0] G. Delugre: Closer to metal: Reverse engineering the Broadcom NetExtreme's firmware
[Delll] G. Delugre. How to develop a rootkit for Broadcom NetExtreme network cards

[Dor04] M. Dornseif: Owned by an iPod - hacking by Firewire.

[Dor05] M. Dornseif, M. Becher, and C. N. Klein: FireWire - all your memory are belong to us

[Duf10] L. Duflot, Y.-A. Perez, G. Valadon, and O. Levillain: Can you still trust your network card?
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[patrickx@30C3:~$] cat 'References/Related Work'

[Dufll] L. Duflot, Y.-A. Perez, and B. Morin: What if you can't trust your network card?
[Int07] Intel Corporation: Intel Core 2 Duo Processor and Intel Q35 Express Chipset Development Kit

[KumO09] A. Kumar, P. Goel and Y. Saint-Hilaire: Active Platform Management Demystified — Unleashing the power of Intel vPro
Technology

[Lill] Y. Li, J. M. McCune, and A. Perrig: VIPER: Verifying the integrity of peripherals' firmware
[May05] D. Maynor: DMA: Skeleton key of computing && selected soap box rants

[San10] F. Sang, E. Lacombe, V. Nicomette, and Y. Deswarte: Exploiting an I/OMMU vulnerability
[ShaO6] G. Shah, A. Molina and M. Blaze: Keyboards and Covert Channels

[Skol2] I. Skochinsky: Rootkit in your laptop: Hidden code in your chipset and how to discover what exactly it does
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[patrickx@30C3:~$] cat 'References/Related Work'

[Stel2] P. Stewin and I. Bystrov. Understanding DMA Malware

[Stel3] P. Stewin: A Primitive for Revealing Stealthy Peripheral-Based Attacks on the Computing Platform's Main Memory
[Stul3] P. Stuge: Hardening hardware and choosing a #goodBIOS
[Ter09] A. Tereshkin and R. Wojtczuk: Introducing Ring -3 Rootkits

[Tri08] A. Triulzi: Project Maux MKk.IL.
[Tril0] A. Triulzi: The Jedi Packet Trick takes over the Deathstar

[Woj09] R. Wojtczuk, J. Rutkowska, and A. Tereshkin: Another Way to Circumvent Intel Trusted Execution Technology
[Wojlla] R. Wojtczuk,, and J. Rutkowska: Attacking Intel TXT via SINIT code execution hijacking

[Wojl1lb] R. Wojtczuk, and J. Rutkowska: Following the White Rabbit: Software attacks against Intel VT-d technology
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